
1 
 

CITY OF WOODSTOCK, GEORGIA 
ADMINISTRATIVE POLICY & PROCEDURE 

 
Subject:  Information Technology and Internet Appropriate Use 
Name:   CPM #300-0007 Information Technology and Internet Appropriate Use 
Effective Date: 2/22/2021 
 
 
IT-2.0  PURPOSE 
 
The City of Woodstock provides information systems and technology utilizing a variety of information 
technology tools such as computers, electronic mail (“e-mail”), and Internet access for employees to enhance 
their job performance. This policy governs access to and appropriate use of this technology and equipment 
during work hours (Monday – Friday 8am – 5pm), as well as before work, after work, and during break periods. 
 
IT-1.2  DEFINITIONS 
 
ACCESS – The ability to read, write or modify data using a computer information system. 
EMPLOYEE – Any employee of the City of Woodstock or any other person hired, appointed or volunteering 
by/for the City of Woodstock who utilizes City of Woodstock information systems and technology as part of a 
job or task assigned. 
EQUIPMENT – Computers, monitors, keyboards, mic, routers, switches, hubs, software and any other 
technology resource. 
INFORMATION SYSTEM & TECHNOLOGY – Computer hardware, software, databases, electronic 
message system, communication equipment, computer network, electronic mail, internet access, and all 
information used by the City of Woodstock to support its operation that is generated by, transmitted within, or 
stored on any electronic media. 
 
IT-1.2  APPROPRIATE USE 
 
Information technology and equipment is to be used for City business purposes and to increase the timeliness 
and effectiveness of City business communications. While employees may make personal use of City 
information technology and equipment during working hours, the amount of use is expected to be limited to 
incidental use or emergency situations. Excessive time spent on such personal activities during working hours 
will subject the employee to disciplinary action up to and including termination. 
 
Department Directors and Supervisors responsible for the evaluation and direct supervision of employees and 
their work are responsible for ensuring the appropriate use of all information technology and equipment, 
through training, supervising, coaching and disciplinary action, if necessary. 
 

1. All employees share in the responsibility to protect City computer resources from physical and 
environmental damage and are responsible for the correct operation, security, and maintenance of those 
computer resources. 

2. All data, files, programs, applications software, documents, E-mail, and any other electronic information 
stored on any computer system owned by the City is City property. This includes programs incensed by 
the City for its use. As City property, it is subject to inspection for purposes of determining compliance 
with this and other City policies. Employees are required to disclose passwords for other security 
devices upon request of the employee’s Department Director or the Information Technology Director. 
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3. Software may be loaded and installed onto City computers only if its use has been approved and 
authorized by the Information Technology Department and licensed by the City. 
 

4. Software may not be copied from City computers for personal use. Unauthorized copying constitutes 
theft. If an employee has a need for software copies to work at home, the employee should consult the 
employee’s supervisor. Software can usually be purchased on government contracts at a discount. If the 
City buys such software, it becomes City property and must be surrendered to the City upon request or 
at the end of the use or job. If the employee purchases the software, all data remains the property of the 
City. 
 

5. Employees are responsible to protect their user accounts and system from unauthorized use. Employees 
are responsible for all activities on their user accounts. Care should be taken to protect the user account 
by choosing proper and secure passwords, changing the password when prompted, and not posting the 
password in written form in an accessible or viewable place. 
 

6. Data access by an employee is permitted only to information that is the employee’s or is publicly 
available, or to which the employee has been given authorized access. 
 

7. Employees should only use licensed versions of copyrighted software in compliance with vendor license 
requirements. 
 

8. Employees should be considerate in the use of shared resources. Employees should refrain from 
monopolizing systems, overloading networks with excessive data, degrading services, or wasting 
computer time, connect time, disk space, printer paper, manuals, or other resources. 
 

IT-1.3  INAPPROPRIATE 
 
Inappropriate uses of City information technology and equipment includes, but is not limited to, the follow: 
 

1. Use of another employee’s system, files, or data without permission. 
 

2. Use of computer programs to decode passwords or access control information. 
 

3. Attempts to bypass or deactivate system or network security measures. 
 

4. Engaging in any activity that might be harmful to systems or to any information stored thereon, such as 
willfully or knowingly creating or propagating viruses, disrupting services, or damaging files or making 
unauthorized modifications to City of Woodstock data. 
 

5. Use of information technology and equipment for commercial, non-City related purposes, which would 
result in personal gain for an employee. Examples would include, but not be limited to, use of City 
technology and equipment to: 
 

• Solicit and communicate with customers; 
• Prepare and dispute advertising and product information; 
• Keep financial records of personal business activity; 
• Sell products or services directly to customers; 
• Create a product or service. 
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6. Making or using illegal copies of copyrighted materials or software, storing such copies on City 

systems, or transmitting them over City networks. 
 

7. Use of email or messaging services to harass or intimidate another person, such as by broadcasting 
unsolicited messages, by repeatedly spending unwanted mail, or by using another person’s name, e-mail 
address or user ID. 
 

8. Sending, receiving, downloading, displaying, printing, or otherwise disseminating material that is 
fraudulent, harassing, illegal, embarrassing, sexually explicit, obscene, intimidating or defamatory. Such 
uses include, but are not limited to, the use of the Internet to: (a) send or forward e-mail chain letters or 
pyramid-selling schemes, hoaxes, or urban legends; or (b) “Spam”; that is, exploiting list servers or 
similar broadcast systems for purposes beyond their intended scope in order to amplify the widespread 
distribution of unsolicited e-mail (Electronic junk mail or junk newsgroup postings).  
 

9. Wasting computing resources or network resources, for example, by intentionally placing a program in 
an endless loop, printing excessive amount of paper, storage of music files, personal pictures, listening 
and/or viewing of streaming media for prolonged periods of time (video and audio feeds from the 
internet) or any other type of data not related to City business on the City’s network, or by sending chain 
letters or unsolicited mass mailings. 
 

10. Selling access to a user ID or to resource on City systems or networks. 
 

11. Use of technology or equipment for wagering, better, or selling chances. 
 
IT-1.4  TRANSMITTING CONFIDENTIAL OR PRIVATE INFORMATION 
 
The security or privacy of messages cannot be guaranteed on Internet e-mail systems. Data considered private 
or confidential should not be transmitted in plain text on Internet e-mail. 
 
IT-1.5  EXAMINATION OF PUBLIC RECORDS 
 
As a public entity, all documents are subject to the state’s laws regarding open records. Any questions regarding 
what constitutes public records and how to handle requests for information should be directed to the employee’s 
Department Director. 
 
IT-1.6   CONNECTION TO THE CITY NETWORK 
 
No device may be connected to the City network either directly or indirectly without the permission of the 
Information Technology Department. 

IT-1.7  CAREFUL USAGE 

Employee use of information and equipment must be able to withstand public scrutiny without embarrassment 
to the City, its taxpayers, its clients, or its employees. Employees should use generally accepted standards of 
business conversation in all Internet usage. Employees should use good judgement in the type of message 
created and the tone and content of message. The content of messages is always considered personal opinion 
unless specifically stated as a City position. 

IT-1.8  INSTANT MESSAGING 
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The use of instant messaging programs is not allowed. The use of instant messaging programs significantly 
compromises network security and degrades network performance. 

IT-1.9 MONITORING INFORMATION TECHNOLOGY AND EQUIPMENT 

Information technology and equipment are City property and are intended for City business. The City reserves 
the right to monitor an employee’s use of information technology and equipment at the time of use, during 
routine post-use audits, and during investigations. The City also reserves the right to restrict an employee’s 
access to various Internet sites and services. 

The actual content of email and voice mail messages, Internet access records, etc., is not routinely monitored or 
disclosed. However, employees should understand that email and voice mail messages, internet access records, 
etc., may be logged, and may be retrieved and reviewed by someone with proper supervisory authority at a later 
date. 

IT-1.10 DOWNLOADING/ATTACHING SOFTWARE 

Unless authorized by the Information Technology Department, employees may not install software downloaded 
from the Internet or software received as an attachment to an email message. Receiving software in this manner 
presents a significant risk of computer virus infection. If installation of downloaded or attached software is 
authorized, employees must follow City policies for virus scanning. 

IT-1.11  MAINTENANCE OF USER ACCOUNTS 

It is the responsibility of Department Directors to inform the Information Technology Department and Human 
Resources when an employee’s account is no longer needed, such as when and employee leaves the City, when 
a temporary employee or intern leaves, or when any account set up for special projects or installs is no longer 
needed. Leaving unused accounts active poses a security risk to an entire network. Requests for adding user 
accounts, access to additional programs or software, access to another employee’s files or data, or removing 
access to files, data, programs, or software must be made to the Information Technology Department in writing 
by the employee’s Department Director. 

IT-1.12 VIRUS PROTECTION 

Any computer that attaches to the City’s network must have standard virus scanning software installed and 
current virus signatures installed. All files and programs must be scanned for viruses before being copied to any 
City information system. Upon notification of a virus, employees must contact the Information Technology 
Department as soon as possible. Alarms regarding known viruses will be forwarded to the Information 
Technology Department. Users may not take it upon themselves to alert the general user community. 

IT-1.13 USE OF LAPTOP/MOBILE COMPUTERS 

Laptop and mobile computers are subject to the same policies and procedures as any other computer, in respect 
to monitoring, examination of public records, installation of software, virus protection, and appropriate use. 
When using a City owned laptop, you are clearly identified as a City of Woodstock employee while on the 
Internet. It is the laptop computer user’s responsibility to protect the computer from theft, unauthorized access, 
viruses, and extreme environmental conditions. 

IT-1.14 SUSPENSION, DISCIPLINARY ACTION, TERMINATION OR RESIGNATION OF AN 
EMPLOYEE 
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In cases where an employee is subject to suspension, disciplinary action or termination, or where an employee 
voluntarily resigns, access to information technology and equipment may be limited or terminated. Department 
Director are responsible for the integrity and control of equipment and the information systems to which their 
employees have access it is the responsibility of the Department Director to notify the Information Department 
as soon as possible if an employee will be leaving a position to insure that access to information technology and 
equipment can be terminated upon the employee’s departure. Department Directors should notify the 
information Technology Department immediately if there is a need to limit an employee’s use of any 
information technology or equipment in cases of suspension, disciplinary action or involuntary termination of 
an employee. 

 

 

 


